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1
Decision/action requested

This pCR proposes to add one key issue for FS_enh_EC_SEC.
2
Rationale

aLTEr attack (https://alter-attack.net) achieves user data redirection attack on the DNS request with only ciphering but no integrity protection. User data is encrypted in counter mode (AES-CTR), where the encryption algorithm is used as a keystream generator, the cipher text is computed by XORing the keystream with the plaintext. In the case of DNS packets, the attacker knows the destination address of the original DNS server. For the redirection, the attacker adds a specific offset, thus the DNS request is redirected to a DNS server under the adversary's control.

In edge computing environment, DNS request is send to query the Edge Server's address. If the DNS destination address is modified by the attacker, DNS request will be send to compromised DNS server, then wrong Edge Server address may be allocated. This attack may make UE connected to a far Edge Server and ruin the advantage of the MEC, even worse, the compromised DNS server may lead UE to connect to a compromised Edge Server.
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR33.839.
********************** First Change ****************************

X.Y
Key Issue #Y: Security protection of DNS request
X.Y.1
Key issue details
aLTEr attack (https://alter-attack.net) achieves user data redirection attack on the DNS request with only ciphering but no integrity protection. User data is encrypted in counter mode (AES-CTR), where the encryption algorithm is used as a keystream generator, the cipher text is computed by XORing the keystream with the plaintext. In the case of DNS packets, the attacker knows the destination address of the original DNS server. For the redirection, the attacker adds a specific offset, thus the DNS request is redirected to a DNS server under the adversary's control.

In edge computing environment, DNS request is send to query the Edge Server's address. If the DNS destination address is modified by the attacker, DNS request will be send to compromised DNS server, then wrong Edge Server address may be allocated. This attack may make UE connected to a far Edge Server and ruin the advantage of the MEC, even worse, the compromised DNS server may lead UE to connect to a compromised Edge Server.
X.Y.2
Security Threats
Lack of protection of DNS request could potentially have following impacts in some cases:

-
DNS request redirection
X.Y.3
Potential Requirements

Edge Computing system shall protect the DNS request message from the redirection attack.
********************** End of pCR********************
